
DIGITAL TRADE RULES & 
TE TIRITI: Legal 101

(Note some minor changes to recorded version)
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Dissension is 
growing: RCEP is 
not enforceable, 

US is backtracking 
in IPEF, WTO e-

commerce is stuck 
over core rules   
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EVOLUTION OF E-COMMERCE/DIGITAL TRADE RULES

US included light 
e-commerce 
rules in trade 

agreements from 
late 1990s

TPPA was 1st

major negotiation 
with e-commerce 

chapter, 
began 2010. 
Retained in 

CPTPP (TPPA 
minus US)

Other agreements 
followed TPPA & 

expanded the 
template, eg

Sing/AU, USMCA, 
EU FTAs, Digital 

Economic 
Partnership 
Agreement    
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Big Tech designed 

the TPPA template

US lead “e-commerce” negotiator was Robert 
Holleyman, President of Business Software 
Alliance (BSA) 1990-2013. 

Described TPPA as:
“The most ambitious and visionary Internet 
trade agreement ever attempted”.

Based on “Digital 2 Dozen” principles that 
codified the Big Tech lobbies’ wish-list.



US BIG TECH’S “DIGITAL 2 
DOZEN” PRINCIPLES IN TPPA

https://ustr.gov/sites/default/files/Digital-2-
Dozen-Final.pdf

• “Free and open” Internet

• No digital customs duties

• Non-discrimination

• Unimpeded cross-border data flows

• No localisation barriers

• No forced technology transfers

• Protecting source code

• Using technology of choice

• Foster innovative encryption

• Market driven standardisation & interoperability

• Robust commitments on cross-border digital services

• Participate in developing regulations & standards

• Strong IP protection

• Enforceable consumer protections
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Wai 2522
TPPA was a Tiriti

breach

“The Crown must actively protect Māori rights, 
interests & responsibilities,  not just be concerned 
with advancing Māori business and exporters’ 
interests.”

“ These provisions [eg localisation of data] were 
adopted with minimal or no consideration of 
Māori rights and interests guaranteed in Te 
Tiriti/the Treaty.” (174) 

“We are not convinced that reliance on 
exceptions and exclusions [including the Treaty of 
Waitangi Exception] is sufficient to meet the 
active protection standard. ... (185)



What most e-commerce/digital trade 
chapters look like
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The chapter applies to:
• measures (anything a govt does)
• adopted or maintained (exists or adopted 

later)
• by a Party
• that affect (has an affect on)
• trade by electronic means.

Not apply to:
• government procurement (kind of)
• info held or processed by or on behalf of 

government

Complicated cross-over to cross-border services 
chapter

Scope: 

e-commerce/ digital 

trade chapter 



Digital trade chapters 
usually have these 

elements

• general principles, scope, definitions

• trade facilitation (paperless trading, e-signatures, 
e-authentication) 

• data location (not transfer offshore, must use local 
facilities)

• digital regulation (privacy, consumers, spam, 
cryptography, regulatory framework, transparency)

• security (national and cyber)

• revenue (customs duty moratorium, tax of digital 
transactions)

• institutional arrangements (committee, 
cooperation, future negotiations)



Core “digital trade” 
rules, but not all in the 

e-commerce/digital 
trade chapter

• Not restrict data transfer offshore 
• Not require data is held in source country 
• Not require offshore providers to have local presence
• Not require particular legal form of a local presence
• Not require source code/algorithm disclosure 
• Not require use of local content
• Not discriminate between local and foreign firms
• Hold online platforms liable for 3rd party content
• Not require employment if access proprietary 

knowledge
• Not cap cross-border royalty payments in related 

parties’ contracts
• No technology transfer
• No tariffs on electronic transmissions
• Prior consultation before introducing measures



What the most critical provisions look 
like, based on UK and EU NZ FTAs:
• Data transfer & local storage
• Source code
• Personal information
• Local presence
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NZ UK FTA
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NZ UK FTA
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NZ Proposal in WTO JSI on E-commerce



LOREM IPSUM DOLOR SIT AMET LOREM IPSUM DOLOR SIT AMET

NZ EU FTA
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NZ UK FTA: Personal Information Protection 



LOREM IPSUM DOLOR SIT AMET LOREM IPSUM DOLOR SIT AMET

TPPA
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NZ EU FTA
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NZ UK FTA Cross-border services chapter
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NZ UK FTA Cross-border services limited policy space reservation



LOREM IPSUM DOLOR SIT AMET LOREM IPSUM DOLOR SIT AMET

Enforcement & 
penalties 

• Alleged breach is subject to consultation

• If not resolved complainant state refer it to a 
dispute panel

• The “judges” are trade experts

• Complainant state must show a breach of FTA rules

• Respondent state must show an exception applies

• If a breach is found, respondent state must 

• end the breach;

• Until it does so, it may face sanctions against 
exports to value of loss to the complainants’ firms



Tiriti exceptions and review
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EU NZ FTA Digital Trade Chapter broader carve-out

Chapter does not apply to …
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Proposed WTO JSI e-commerce exception …
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UK NZ FTA Review Provision
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EU NZ FTA Review Provision
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Digital trade rules 
continue to be 

negotiated, 
including in

• US-driven Indo-Pacific Economic 

Framework (IPEF) 

• Review of CPTPP

• WTO E-commerce

• Digital Economic Partnership Agreement

• new agreements and review of existing 

FTAs
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Ngā Toki Whakarururanga is:
• developing pānui that are 

educational resources on digital 
trade and FTAs;

• hosting online webinars; 
• planning a on-line hui to develop a 

strategy on this;
• planning to co-host with Data Iwi 

Leaders Group a hui for Māori on 
data sovereignty and digital trade 
agreements early next year;

• aiming for a Crown/Māori hui to 
debate this Kaupapa.

WHAT NEXT?



ngatoki.nz // kiaora@ngatoki.nz


